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The New Security Model

Attack Continuum

Before During After

Discover Detect Scope
Enforce

Block Contain
Harden

Defend Remediate

Threat intelligence Point-in-Time Retro'spectlve
: . security and
and analytics detection . i
continuous analysis
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Email and Web Data Center/Servers Network Endpoints Mobile
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Gain security backed by the mos
intelligence

100 TB

Of Data Received Daily

1.5 MILLION
Daily Malware Samples

600 BILLION
Daily Email Messages

16 BILLION
Daily Web Requests

24 - 7 - 365 Operations
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scanning

250+
Full Time Threat Intel
Researchers

MILLIONS
Of Telemetry Agents

4
Global Data Centers

Over 100
Threat Intelligence Partners

30 years building
the world’s networks




Cisco Advanced Malware Protection
Built on Unmatched Collective Security Intelligence

Cisco®
Collective
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AMP Threat
Intelligence Cloud

Security
Intelligence
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Automatic
Email Endpoints Networks Devices Updates in
= 1.6 million global sensors 13 billion web requests Talos Security Intelligence real time

100 TB of data received
per day

150 million+
deployed endpoints

Team of engineers,
technicians,
and researchers

35% worldwide email traffic
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24x7x365 operations

4.3 billion web blocks
per day

40+ languages

1.1 million incoming
malware samples per day
AMP Community

Private/Public
Threat Feeds

AMP Threat
Grid Intelligence

AMP Threat Grid Dynamic
Analysis 10 million
files/month

Advanced Microsoft

and Industry Disclosures

Snort and ClamAV Open
Source Communities

AEGIS Program

.

AMP OO

Advanced Malware Protection

0000

J




AMP Plan A: The Prevention
AMP Plan B: Retrospective Security

Device Flow Dynamic

1-to-1 Signatures Spero (Machine Learn) Correlation Analysis

Ethos (Polimorph) IOCs Advanced
Analytics
<——  Reputation Filtering > Behavioral Detection —

All Methods < 100% Detection
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Continuous Analysis and Retrospective Security

Breadth and Control points: @ @ m

Email Endpoints Network Devices

Retrospective Behavioral Trajectory Threat
Detection Indications Hunting

Telemetry Stream
¥ of Compromise

File Fingerprint and Metadata
Continuous feed

File and Network 1/O 1 1100001110001110 1001 1101 1110011 011007
s a0 1101 1110011 0110011 101000 0110 00 01110 %
Process Information 0111010011101 1100001110001110 1001 1101

Continuous analysis
Talos + Threat Grid Intelligence y

@O OO

NITIr
CIsCcO



Cisco AMP

Cisco AMP gives you the answers for the most common questions after a Breach

Looks ACROSS the organization and answers:

nen did it happen?

nere is patient 0?

nat systems were infected?
nat was the entry point?
nat else did it bring in?
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The AMP Everywhere 9
Architecture AMP

AMP Protection Across the Extended Network Threat Intelligence
for an Integrated Threat Defense Cloud

Remote Endpoints

AMP for Endpoints
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Threat Grid & g
AMP for Networks Malware Analysis + Threat AMP Private Cloud
AMP on Firepower NGIPS Intelligence Engine Virtual Appliance
Appliance bundle)

AMP on Web and
Security Appliances

=l

AMP for Endpoints
0 6 K =%
CentOS, Red Hat

Windows OS Android Mobile Virtual MAC OS Linux for servers
and datacenters

AMP for Endpoints can be
launched from AnyConnect
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Cisco AMP

AMP Everywhere

INTERNET

ALL
WEB OTHER

WSA/CWS TRAFFIC ~ TRAFFIC

blocks by URL

or content via proxy

ASA / Firepo
Meraki

blocks inline by IP, URL
or packet

OpenDNS

blocks by domain
as well as IP or URL

ON NETWORK
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ESA/CE

blocks by sender
or content

INTERNET
ALL
WEB  OTHER
TRAFFIC  TRAFFIC

CW \

blocks by URL
or content via proxy

OpenDNS

blocks by domain
as well as IP or URL

OFF NETWORK

ESA/CE

blocks by sender
or content



How it works

AMP Connector
ThreatGrid Connector
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Behavioral Indicators

© Locky Ransomware Detected

© Ransomware Backup Deletion Detected

@ Shadow Copy Deletion Detected

Volume Shadow Copies are snapshots of portions of a file system used for

backups
to remowv
make rec
especiall
copies m

Com
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© Proces:
© Excess

© Comm:

Advanced Malware Protection Verdict Updates

Time Range:

A
v

14 Aug 2015 00:00 to 21 Aug 2015 22:44 (GMT +02:00)

Files with Retrospective Verdict Changes @

Categories weakening

Threat Score: 100

Severity: 100 Confidence: 100
Severity: 100 Confidence: 100
Severity: 100 Confidence: 100

@ Report Error

‘f4 Printable PDF (5

Data in time range:15.84 % complete

© Windows Picture And Fax Viewer Used To Display Decoy Image

© An HTTP Request Was Made to a Numeric IP Address

© Process Madified File in a User Directory

© Process Disabled Internet Explorer Proxy

© Very Large Registry Data

© Command Exe File Execution Detected
© File Downloaded to Disk

© Pending File Deletions

© Hook Procedure Detected in Executable

File SHA256 Time of Retrospective Verdict Change Current Disposition
07e787ff...253caf5f 21 Aug 2015 21:39:39 malicious
eaB4f794...41387831 21 Aug 2015 00:38:59 malicious
cf0d08e0...59d05a4b 21 Aug 2015 00:38:59 malicious idence: 95
0189760b...93d971d3 21 Aug 2015 00:38:59 malicious lence: 100
2bd015ae...f1ab9c30 20 Aug 2015 22:53:59 malicious lence: 100

Severity: 70 Confidence: 100

Severity: 75 Confidence:
Severity: 70 Confidence:
Severity: 70 Confidence:
Severity: 50 Confidence:
Severity: 50 Confidence:
Severity: 30 Confidence:
Severity: 40 Confidence:
Severity: 35 Confidence:

80
80
70
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Cisco Email Security e e O &

Cloud Appliance  Virtual

After

Before

Email Mail Flow Acceptance AMP Fil
a e e
Reputation Policies Controls Sandboxing & Retrospection

Inbound @

Email wIT Tracking

User click Activity
(Anti-Phish)

&, ©)

Outbound
Email

Outbound Liability

Mail Flow

Policies Partial
B () °A||0W Warn @ Block Block
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AMP with ThreatGrid

Heartbeat Cisco Talos
retrospective AMP Cloud

AMP Client

AMP A
onnecis gile Reputation Query __ "/

ESA

T
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""" & Pre- I Disposition Query | AMP feedback
—u b : Classification : Update the Cache loop ::)r]Iy for
= i 1 with disposition | Malicious

: I | value & I Files

: Sandbox II_ upload_action 2 ,
I connector 1 Qualified File,
1 1 upload for v

= Local AV Sandboxing
~K Scanners

Cisco AMP
ThreatGrid

Starting with the 9.5 version of code, public cloud and local sandboxing is supported
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Plan B: Security Retrospective
AMP for Networks

(O VEIVEE Analysi Policies Devices Objects FireAMP @® Health System Helpv admin v

Context Explorer Connections v Intrusions v Files » Network File Trajectory Hosts v Users v Vulnerabilities v Correlation v Custom v Search

Network File Trajectory for 0517f034...588e1374

File SHA-256 0517f034...588e1374 & First Seen 2013-12-06 10:57:13 on gﬂ 10.4.10.183
File Name WindowsMedialnstaller.exe Last Seen 2013-12-06 18:17:27 on =} 10.4.10.183
File Type MSEXE Event Count 7
File Category Executables Seen On 4 hosts
Current Disposition {3 Malware 7 Seen On Breakdown 2 senders - 3 receivers
Threat Score eee- High &)
Trajectory
Dec 06,
2013
10:57 17:40 18:06 18:10 18:14 18:17

10.4.10.183 Q & &
10.5.11.8 C © © & e

10.3.4.51 ¢) &

10.5.60.66 (SR
Events O Transfer O Block @ Create @ Move @ Execute O Scan @ Retrospective @ Quarantine

Dispositions O Unknown Q Malware © Clean O Custom ’:/ Unavailable

Events

Time Event Type Sending IP Receiving IP File Name Disp... Action Protocol Client Web Ap... Description

2013-12-06 10:57:13 Retrospectiv... Malwa...

2013-12-06 17:40:28 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Unkn... Malware Cloud L... HTTP Firefox Retrospective Event, Fri Dec 6 ...
2013-12-06 18:06:03 Transfer 10.5.11.8 10.3.4.51 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:10:03 Transfer 10.5.11.8 10.5.60.66 WindowsMedialnstaller.... Unkn... NetBIOS-... Retrospective Event, Fri Dec 6 ...
2013-12-06 18:14:10 Retrospectiv... Malwa...

2013-12-06 18:14:23 File Quaranti... 10.5.11.8 WindowsMedialnstaller.... Malwa...

2013-12-06 18:17:27 Transfer 10.4.10.183 10.5.11.8 WindowsMedialnstaller.... Malwa... Malware Block HTTP Firefox

NI
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AMP Provides Contextual Awareness and Visibility

That Allows You to Take Control of an Attack Before It Causes Damage

Focus on these users
first

These applications are
affected

The breach affected
these areas

This is the scope of
exposure over time

Here is the origin and
progression
of the threat




