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Digitalización - Problemas Seguridad

+Superficie	Ataque
Movilidad,	Nube,	Perímetro	
desaparece	,	50B	dispositivos	
2020,	IoT,	BYOD,	Visibilidad

TRANSFORMACION DIGITAL
NUEVOS MODELOS DE 

NEGOCIO 
ENTORNO DE 

AMENAZAS DINÁMICO

Nuevos	vectores
Nuevos	atacantes,	Ransomware

IOT,	Sofisticados	I+D,	IOT	

COMPLEJIDAD Y 
FRAGMENTACIÓN

TTD+100	días,	Falta	personal
Muchos	fabricantes

No	integración/Automatización



• Organizationswhich	collect	and	manage	personal	information,	purpose,	
where	stored,	who	access.

• Must	able	to	Protect it	and	demonstrate technical	and	organizational	
measures	to	ensure	a	level	of	security	appropriate	to	the	risk.	(Processes	and	
Technology).

• Obligation	to	notify a	breach	72h.	(Ways	to	detect	a	breach)

• is	NOT	an	option.	It	becomes	mandatory	in	May	2018

• Not	being	compliant	may	result	in	huge	fines	(up	to	20M€	or	4%	of	the	annual	
revenue)

GDPR	– Reglamento	General	de	
Protección	de	Datos



• Most profitable malware in history 
• Lucrative: Direct payment to 

attackers!
• Cyber-criminals collected $209 

million in the first three months of 
2016 by extorting businesses and 
institutions to unlock computer 
servers.

• At that rate, ransomware is on 
pace to be a $1 billion a year 
crime this year.

• Let’s take an example:
• Looking only at the Angler 

exploit kit delivering 
ransomware

• $60 million dollars a year 
profits





SOLUCION	INDUSTRIA	- COMPLEJIDAD	



SOLUCION	INDUSTRIA	- COMPLEJIDAD	



Gartner Advice

“By 2018, more than 50% of 
the cost of implementing 
systems will be spent on 
integration”

Peter Sondergaard
Senior VP and Global Head of Research

Gartner



– Threat Intelligence

Services

Integrated Threat Defense

Endpoint CloudNetwork

The Most Complete Security Portfolio in Industry
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Cisco Security Architecture –
Security that works together

Services

Threat intelligence -

NGFW

ISE  

Stealthwatch

AMP

AnyConnect 

Email

Umbrella

Cloudlock

Observable Networks 

Endpoint CloudNetwork



The Most Complete Security Portfolio in Industry



Threat

AMP	Cloud1

Threat	Grid2

The	Architectural	Advantage	in	Action

3

Endpoint CloudNetwork

Endpoint
AMP	for	Endpoint



Primera linea Defensa
Umbrella



Workplace	
desktops

Business	
apps

Critical	
infrastructure

How	IT	was	built	 Internet



Business	apps
Salesforce,	Office	365,

DocuSign,	etc.

Branch	office

Critical	infrastructure
Amazon,	Rackspace,	Windows	

Azure,	etc.

Roaming	laptops

Workplace	
desktops

Business	
apps

Critical	
infrastructure

InternetIT	today



By 2018, Gartner estimates: 

25% of corporate 
data traffic will bypass 
perimeter security.



Umbrella	

Malware and	
ransomware

Gaps	in	visibility	
and	coverage

Cloud	apps	
and	shadow	IT	

Difficult	to	
manage	security	



208.67.222.222

Cisco
Umbrella

Easiest	security	
product	you’ll	ever	
deploy

Signup1

2 Point	your	DNS

3 Done



Umbrella	
Malware
C2	Callbacks
Phishing

HQ

Sandbox

NGFW

Proxy

Netflow

AV AV

BRANCH

Router/UTM

AV AV

ROAMING

AV

First	line
Network	and	endpoint

Network	and	endpoint

Endpoint

It all starts with DNS

Precedes	file	execution	and	
IP	connection	

Used	by	all	devices	/	IOT

Port	/	App	/	SO	agnostic



Intelligent	proxy
Deeper	inspection	

Built	into	foundation	of	the	internet	
Safe
Original	destinations

Security controls
§ DNS and IP enforcement

§ Risky URL inspection 
through proxy

§ SSL decryption available 

Blocked
Modified	destination

Internet	traffic
On	and	off-network

Destinations
Original destination or block page

ENFORCEMENT



Simplificación OpenDNS
AnyConnect + Umbrella

Key	Features
• Malware,	botnets,	phising
• Protection	when	VPN	is	off	

or	split-tunnel	is	configured
• Set	a	single	security	policy	

for	all	roaming	laptops
• Customize	1	block	page
• Basic	reporting	available	by	

hostname



Cisco	Security	Connector
The	first	ever	security	application	for	iOS
Cisco Security Connector
The first ever security application for iOS

Advanced Malware
Protection (AMP)

Cisco Umbrella

How do you 
protect users 
wherever they 

work?



208.67.222.222

MALWARE

BOTNET

PHISHING

Resumen Umbrella

BENEFITS

Simple to point 
DNS

No hardware to 
install No 
software to 
maintain

Provision globally 
in under 30 
minutes

PROTECTION

Threat Prevention

Protects on & off 
Network

Always Up to 
Date, not need 
VPN

Block domains, 
IPS & URLs all 
Ports (not only 
80/443)



Demo
Umbrella



By	2020,	92%	of	global	
data	center	traffic	will	come	
from the	cloud.



CASB -API Access (Cloud to Cloud)

CloudLock	Confidential

Public	
APIs

Cisco NGFW/ 
Umbrella

Managed
Users

Managed
Devices

Managed
Network

UnManaged
Users

UnManaged
Devices

UnManaged
Network

ADMIN
OAUTH
ACCESS

ADMIN
OAUTH
ACCESS

Authorized
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Market Opportunity

292929

2015
CASB	Market	Penetration

5%

2020
CASB	Market	Penetration

85%

Source: Market Guide for Cloud Access Security Brokers (Gartner, Oct. 2015), CloudLock Estimates
“Forecast: Public Cloud Services, Worldwide, 2013-2019, 1Q15 Update” (Gartner, 2015)

Technology	for	Information	Security	in	
2016

CASB
Cloud	Access	Security	

Broker
Source:	Gartner,	2016

#1



Platform
as	a	Service	(PaaS)

People

Data

Applications

Runtime

Middleware

Operating	System

Virtual	Network

Hypervisor

Servers

Storage

Physical	Network

Cloud Shared Responsibility  - SaaS/PaaS/IaaS

303030*Gartner	Research	Paper:	Mind	the	SaaS	Security	Gaps	Published:	19	May	2016

Infrastructure
as	a	Service	(IaaS)

People

Data

Applications

Runtime

Middleware

Operating	System

Virtual	Network

Hypervisor

Servers

Storage

Physical	Network

SaaS

People

Data

Applications

Runtime

Middleware

Operating	System

Virtual	Network

Hypervisor

Servers

Storage

Physical	Network

CSR
Responsibility

Customer
Responsibility

People

Data

Applications

People

Data

Applications

People

Data

Applications



CASB - Key Cloud Security Questions

SaaS

force.com

End - User 31

PaaS and IaaS

CloudLock  Confidential - DO NOT DISTRIBUTE
force.com

IDaaS

IT Security 

What Shadow Apps 
are my users using?

Who does what?  

Where is my  sensitive 
data?



Casos de	uso criticos en nubes públicas

User	and	Entity
Behavior	Analytics

Discover	and	Control:

Compromised	
Accounts

Insider	Threats

Cloud	Data	Loss	Prevention	
(DLP)

Discover	and	Control:

Privacy	Compliance
Violations

Unintended	
Exposures	&	
Leakages

Apps
Firewall

Discover	and	Control:

Shadow	IT/OAuth	
Discovery	&	Control

Cloud	Malware





Over	700	organizations	in	all	segments	use	Cisco	Cloudlock
Manufacturing Retail Technology Federal Higher	Ed Other



Demo
Cisco	Cloudlock


