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Digitalizacion - Problemas Seguridad

y

NUEVOS MODELOS DE ENTORNO DE
NEGOCIO AMENAZAS DINAMICO
+Superficie Ataque

TRANSFORMACION DIGITAL

Nuevos vectores
Nuevos atacantes, Ransomware
10T, Sofisticados I+D, IOT

Movilidad, Nube, Perimetro

desaparece , 50B dispositivos
2020, loT, BYOD, Visibilidad

y

COMPLEJIDAD Y
FRAGMENTACION

TTD+100 dias, Falta personal
Muchos fabricantes
No integracion/Automatizacion



m GDPR — Reglamento General de
T Proteccion de Datos

- Organizations which collect and manage personal information, purpose,
where stored, who access.

« Must able to Protect it and demonstrate technical and organizational

measures to ensure a level of security appropriate to the risk. (Processes and
Technology).

« Obligation to notify a breach 72h. (Ways to detect a breach)
« is NOT an option. It becomes mandatory in May 2018

« Not being compliant may result in huge fines (up to 20M€ or 4% of the annual
revenue)



Un ataque informatico masivo con ‘ransomware’
afecta a medio mundo

B En Espaiia, el virus ha llegado a grandes compaiiias como Telefénica, que han tenido
que apagar ordenadores o desconectarlos de la red

Most profitable malware in history
Lucrative: Direct payment to
attackers!

Cyber-criminals collected $209
million in the first three months of
2016 by extorting businesses and
institutions to unlock computer
servers.

Ooops, your files have been encrypted!

» o . R o -
£ Qué pasd con mi computadora?
208 archivos importantes estin on tiptado
Vv otros archivos ya no son
ado buscando una manera de
puede recuperar sus archivos

Paymeant will be raised on

By Puedo recuperar mis archivos?

SASR0MT 11:49:08

Time Leh

At that rate, ransomware is on
pace to be a $1 billion a year
crime this year.
Let’s take an example:
« Looking only at the Angler
exploit kit delivering

que po podian Ay
Your files will be lost on bt s

SN92017 11:49:08 ;
LComo pago?

Time Lol El pago so acepta en Bitcoin sols nformacion, hags clic v
Ab

ransomware
$60 million dollars a year




EFE, Madrid

E : I ; PAIS La compaiiia de solvencia cre-

diticia Equifax anunci6 ayer la
salida de Richard Smith como
D27 Septiembre, 2017 maximo directivo de la compa-

fiia, semanas después de un pi-
rateo informatico que pudo ha-
ber expuesto datos privados

El pl‘CSideIltC de 143 millones de personas.
de Equlfax Equifax Inc.

= L] NYSE: EFX - 2 oct. 19:29 GMT-4
dimite tras el 10781 4102(172%

ciberataque

92,98 15 sept. 2017




SOLUCION INDUSTRIA - COMPLEJIDAD
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SOLUCION INDUSTRIA - COMPLEJIDAD



Gartner Advice

“By 2018, more than 50% of
the cost of implementing
systems will be spent on
integration”

Peter Sondergaard

Senior VP and Global Head of Research
Gartner




The Most Complete Security Portfolio in Industry

Q 1"5): ill  Integrated Threat Defense

TAaLoOsS - Threat Intelligence

©2017 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




An integrated threat defense also saves money

Products
Approach Architectural
Approach

‘-

* Final Results

FORRESTER




Cisco Security Architecture -
Security that works together

Threat intelligence - TALOS

Network Endpoint Cloud

NGFW AMP Umbrella
NY= AnyConnect Cloudlock

Stealthwatch Email Observable Networks

Services




The Most Complete Security Portfolio in Industry

ANTES DURANTE DESPUES
_— L 1 e

Politica y Control Identificacion y Bloqueo Andlisis y Remediacion
Control Deteccién Alcance
Cumplimiento Blogqueo Contencion
Endurecimiento Defensa Remediacién
= Visibilidad Local )
Cisco 5]

Visibilidad Global
W



The Architectural Advantage in Action

SECURITY ENFORCE
INTELLIGENCE EVERYWHERE

1

2




Primera linea Defensa
Umbrella

‘deen’ Cisco Umbrella




How IT was built

2 00
(o] ooo C]
Critical Business
infrastructure apps

Workplace
desktops



IT today

_- Internet ~<.
o, ® . /, ' \\\ o
Critical infrastructure , N Business apps
Amazon, Rackspace, Windows /’ \\\ Salesforce, Office 365,

Azure, etc.

DocusSign, etc.

— 00
(o] ooo C]
Critical Business
infrastructure apps

LJ
" E——

Workplace
desktops

Roaming laptops

ﬁ Branch office



By 2018, Gartner estimates:

25% of corporate

data traffic will bypass
perimeter security.

‘dees’ Cisco Umbrella




Umbrella

© o

Malware and Gaps in visibility Cloud apps Difficult to
ransomware and coverage and shadow IT manage security




Easiest security .
product you’II ever Umbrella

deploy \_@_J

208.67.222.222
a Signup g
e Point your DNS
e Done




Umbrella

Malware
ﬁ C2 Callbacks
Phishing
1 ] 1
1 1 1
7 1 1
4 1 ]
// 7 1
-~ / i

-
_—— -

: First line It all starts with DNS

(Onerw | Network and endpoint ) Precedes file execution and
|ONetflow | , St IP connection
[O Proxy ]
[OSandbox ] [ORouter/UTM] m Used by all devices / 10T
| AV | | AV | | AV | | AV | AV Port / App / SO agnostic
—)
HQ —— BRANCH —— ROAMING




ENFORCEMENT

Built into foundation of the internet

o000

Destinations 22— safe Blocked
Original destination or block page == oOriginal destinations ] Modified destination

3 a

Security controls
Intelligent proxy

= DNS and IP enforcement ) .
Deeper inspection

» Risky URL inspection
through proxy

= SSL decryption available

Internet traffic
On and off-network

= O ooo | |
(e} 000
S (o] ooo




Y Cisco AnyConnect Secure Mobility Client o B [ |

@ ven
Ready to connect.

Simplificacion OpenDNS

AnyConnect + Umbrella S——

You are protected by Umbrella.
DNS queries are encrypted.

Key Features

* Malware, botnets, phising

PERIMETER SECURITY
Cisco NGFW

* Protection when VPN is off
or split-tunnel is configured

N\ SECURITY SERVICE
\ Cisco Umbrella

* Set a single security policy
for all roaming laptops

VPN OFF

Umbrella Active

* Customize 1 block page

e Basic reporting available by ON-NETWORK =Y b
SECURITY , U
hostname S
OFF-NETWORK Roaming
SECURITY Laptop



Cisco Security Connector

protect users The first ever security application for iI0S

wherever they
work?

. é Cisco Umbrella
Advanced Malware
E—— Protection (AMP)

)




Resumen Umbrella

Simple to point Threat Prevention

DNS

© MALWARE

Protects on & off
Network

No hardware to
install No

software to
208.67.222.222 maintain

Always Up to
Date, not need
VPN

Provision globally

— O in under 30
| | D -] —— minutes

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

IPS & URLs all
Ports (not only
80/443)




Demo
Umbrella

CIsco C | SCO U m b re' |a © 2016 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




By 2020, 92% of global
data center traffic will come

from the cloud.

@ sco Cloudlock
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salesforce

) office365 DOX 4% slack

_ Ny
Google A “ramazon
¥ Google Apps "7 webservices™

Umbrella
+ 1+ 1 1
A a : |
2 2 2 2 L

Managed Managed Managed UnManaged UnManaged
Users Devices Network Users Devices

CloudLock Confidential

&3 Dropbox  servicenow

UnManaged
Network
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2015
CASB Market Penetration

5% Technology for Information Security in
2016

2020
CASB Market Penetration

85%

CASB

Cloud Access Security
Broker

Source: Market Guide for Cloud Access Security Brokers (Gartner, Oct. 2015), CloudLock Estimates

Confidential - Do Not Distribute “Forecast: Public Cloud Services, Worldwide, 2013-2019, 1Q15 Update” (Gartner, 2015) ‘ ‘CIOUdLOCk 29



Cloud Shared Responsibility - SaaS/PaaS/IaaS

Infrastructure

as a Service (1aaS)

People

Data

Applications

Runtime

Middleware

Operating System

Virtual Network

Hypervisor

Servers

Storage

Physical Network

Responsibility

*Gartner Research Paper: Mind the SaaS Security Gaps Published: 19 May 2016

CSR

Platform

as a Service (PaaS)

People People
Data Data
Applications Applications
Runtime Runtime
Middleware Middleware
Operating System Operating System

Virtual Network Virtual Network

Hypervisor Hypervisor
Servers Servers
Storage Storage

Physical Network Physical Network

Customer
Responsibility

¢¥Cloud.ock

30



o P A femauser @claudiockdemo cor Incidents

Who does what?

L
é Policies with most incidents

Incidents by Severity Securlty Score, % Users Objects Incidents Critical Warning Alert Info
Platf n 166 499 : B
€ coox =R N 338 Incident: . .. e
5= = " Where is my sensitive
.. data?
@ - [ 307
HERZToUm Incants = o | & Users with Most Incidents
w R 5w What Shadow Apps
> BB mmmm——— are my users using?
PaaS and IaaS SaaS IDaaS
@ A mazon “’"" Go glerpps 4% slack $3Dropbox servicenow |y I Office 365 onelogin 5
' webservices® O Centriw

CloudLock Confidential - DO NOT DISTRIBUTE ¢V Cloud.ock 31



Casos de uso criticos en nubes publicas

Discover and Control:

& Cloud Malware

Discover and Control: Discover and Control:

= Compromised - Unintended

m

@) Accolit . Exposures &
Leakages

Privacy Compliance

: _ , Shadow IT/OAuth
/'X Insider Threats Violations :
. Discovery & Control

Apps
Firewall

User and Entity
Behavior Analytics
g

[ Google ffOffice 365 Gl G Suite oy $SDropbox ¥ slack servicenow %" amazon force.com

7 webservices™



PCWorld

Evsoogle Docs phishing attack underscores OAuth
security risks

One security researcher easily managed to replicate Wednesday's phishing attack.

00RO OO ,
By Michael Kan . g ‘

U.S. Correspondent, IDG News Service  MAY 5, 2017 4:30 AM PT
~ Google Docs would like to:

M Read, send, delete, and manage your email 0]

B Manage your contacts ®

By dlicking Aliow, you allow this app and Google to use your information in
accordance with their respective terms of service and privacy policies. You can
change this and other Account Permissions at any time.

o




Over 700 organizations in all segments use Cisco Cloudlock
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Demo
Cisco Cloudlock
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