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Built into the foundation of the internet
Intelligence to see attacks before launched
Visibility and protection everywhere
Enterprise-wide deployment in minutes

Integrations to amplify existing investments



Where does Umbrella fit”?
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Benefits

Block malware before
it hits the enterprise

Contains malware
if already inside

Internet access is faster

Provision globally in minutes




Visibility and protection for all activity, anywhere
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iOS devices

ALL PORTS AND PROTOCOLS

All office locations
Any device on your network

Roaming laptops and
supervised i0S devices

Every port and protocol



Cisco Umbrella

Built into foundation of internet

Destinations
Original destination or block page

Security controls
= DNS and IP enforcement

= Risky URL inspection
through proxy

= SSL decryption available

Internet traffic
On- and off-network
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Breadth to cover all ports and depth to inspect
risky domains

PREDICTIVE UPDATES
DNS and IP layer Umbrella/Talos and partner feeds ¢
. UMBRELLA
- Domain request Custom domain lists STATISTICAL
AND MACHINE
- IP response (DNS-layer) g ey - LEARNING
or connection (IP-layer)

MODELS
ALLOW, BLOCK, PROXY

INTERNET-WIDE TELEMETRY

HTTP/S layer
- URL request

- File hash
ALLOW OR BLOCK
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Prevents connections before and during the attack

Web- and email-based infection Command and control callback
Malvertising / exploit kit Malicious payload drop

Phishing / web link Encryption keys
Watering hole compromise Updated instructions

Stop data exfiltration and ransomware encryption
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Protection for command and control (C2) callbacks

91%

of C2 can be blocked .
at the DNS layer \ v ’
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Integrations to amplify existing security
Block malicious domains from partner or custom systems

YOUR CURRENT SECURITY STACK

Threat analysis feed csco AMP Threat Grid + Others Umbrella
)
Appliance-based detection <®FireEye + Others

Threat intelligence platform ANOMALI + Others

Cloud Access Security Broker 'f:'-'s'élc;' Cloudlock + Others

Custom integrations  Python Script Bro IPS + Others
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Guilt by inference o

. Co-occurrence model
- Sender rank model
- Secure rank model

Guilt by association °
Predictive IP Space Modeling
Passive DNS and WHOIS Correlation
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2M+ live events per second

11B+ historical events

Patterns of guilt

Spike rank model

Natural Language
Processing rank model

Live DGA prediction



Data centers co-located at major IXPs

data centers
worldwide




BGP peering for speed

800+

partnerships with
top ISP and CDNS

Share BGP routes with ISPs and CDNs
to shorten the path from customers’
devices and our Global Network
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How fast do we resolve DNS requests?

Overall North Europe/ Asia/ Latin
America EMEA APC America

Google | 33 5
umbrella [ | g
l12

Dyn

Verisign
OpenNIC
Level3
Comodo
DNS.WATCH
FreeDNS

SafeDNS
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Measured in milliseconds

Source: MSFT Office 365 Researcl her,

ThousandEyes Blog Post, May 2017
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Anycast [P routing
for reliability

YVR
208.67.222.222

DFW
208.67.222.222
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1 O O O/O @ If down for any reason,

automatically re-routes

--->
--->

business uptime
since 2006 v to next fastest available

DDoS protection and
global fail-over
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Simplest way to protect any device on-network
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Provision DNS Provision corporate

or DHCP servers and guest wireless APs Any owner



Connecting to Umbrella

Roaming

On-network

Uiy

Customer

e
cisco

CLIENT / ANYCONNECT

Route traffic and IDs via DNS

No need for connectors/PAC files

INTERNAL DNS OR DHCP

NETWORK DEVICES

VA AND AD CONNECTOR

Anycast routing
Customers not tied to a data center
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Umbrella



Enterprise-wide
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Existing Network footprint Endpoint footprint
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DNS/DHCP ISRTK SD-WAN Meraki AnyConnect  Cisco Umbrella

servers, and 4K (Viptela) MR roaming Security Chromebook
Wi-Fi APs module  Connector client
Simple confi Provisioning and policies per VLAN/SSID; Granular filtering and reporting

i i A :
ch%nge o 9 tags for granular filtering and reporting on- & off-network (Umbrella

redirect DNS

Out-of-the-box integration
(Umbrella virtual appliance also available)

roaming client also available)
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Log storage with Amazon S3

Every 10 min

S3 Benefits

Triple redundant and encrypted storage

Pre-built SIEM / log analytic integrations
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b Pre-built splunk> % elastic

b integrations P .') Elastic: pay only for the storage used
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